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1 Introduction

This document serves as a guide to assist you through the various steps that need to be performed using the
Carillon eShop Interface: from downloading the Carillon CA Certificate Chain (Trust Chain), retrieving and
acknowledging your certificates, through to setting up Outlook in order to be able to use these certificates on

your computer or laptop.

PLEASE NOTE:

The instructions in this handbook are typical guidelines of how to download and install
CA certificates on your system. There may be some variance between what is presented
here, and what your own system will display. Should you have any issues after you have
completed these steps, please contact your System Administrator.

Please be aware that you may require Administrator rights to perform these actions. If
you do not have Administrator rights on your workstation, seek assistance from your
System Administrator to help with this setup.
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2 HOW-TO: SET UP A CA CERTIFICATE CHAIN (TRUST CHAIN) IN
WINDOWS 10

This section describes the steps for installing the Carillon Trust Chain and the Boeing Trust Chain on a Windows
10 computer or laptop. We refer to the Carillon CA and Boeing Trust Chains as our principle examples because
these are the ones we use for Carillon CA issued certificates purchased from our Carillon eShop.

Installing the appropriate Trust Chain certificates on your computer or laptop ensures that your personal
certificates will then be correctly installed, recognized and trusted by your applications, such as your web
browser or email client.

You will need to first download the Carillon Trust Chain certificates. These trust chain certificates are required
in order to validate the certificates that will be purchased from the Carillon Certificate eShop.

The Carillon Trust Chain is comprised of the following two certificates:

The https://pub.carillon.ca/CAcerts/CISRCA1.cer (Root Certificate); and

the Carillon PKI Services CA 1 https://pub.carillon.ca/CAcerts/CISCAl.cer (Intermediate or Signing Certificate).

These certificates can also be downloaded directly from the Carillon PKI public repository website:
https://pub.carillon.ca/ by clicking on the DER button for each certificate.

If you are using these certificates as part of the Boeing supply chain, you need to download the Boeing Trust
Chain certificates. The Boeing Trust Chain certificates are required for secure email communication between
Boeing and its partners.

The Boeing Trust Chain is comprised of the following two certificates:
The Boeing Root CA certificate (The Boeing Company Root Certificate Authority.crt); and
The Boeing Secure Messaging G2 certificate (Boeing Secure Messaging G2.crt)

These certificates can be downloaded individually from the Boeing PKI public repository website:
http://www.boeing.com/crl/
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2.1 Installing the Carillon CA Trust Chain

2.1.1 Download & Install the Carillon Root CA Certificate

The following link: https://pub.carillon.ca/CAcerts/CISRCAl.cer will bring you to your View Downloads —
Internet Explorer window.

1. Under name CISRCA1.cer (Root CA) file; click on the Open button.

[#& View Downloads - Internet Explorer — O >
_ i
View and track your downloads Search downloads Rl |
|

Marme Location Actions

CISRCAl.cer 1.41 KB Do you want to cpen or |

pub.carillon.ca cave thiz file? Open Save v

2. The Certificate window will appear; click on the Install Certificate button.

n  Certificate X

General Details  Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

« Froves your identity to a remote computer S

« Frotects e-mail messages

» Ensures software came from software publisher ]
* Protects software from alteration after publication |
» Allows data to be signed with the current time

# Allows data on disk to be encrypted hd

Issued to: CISRCA1

Issued by: CISRCA1

Valid from 10/16/2012 to 10/16/2032

Install Certificate... | | Issuer Statement
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3. The following Certificate Import Wizard window will appear, click the Next button.

£% Certificate Import Wizard

x|

Welcome to the Certificate Import Wizard i

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and containg information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
(O Local Machine

To continue, dick Next.

Cancel

4. Select the Place all certificates in the following store option and then click the Browse button.

€ &¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| | Browse...

Cancel
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5. Click on Trusted Root Certification Authorities and then click OK.

Select Certificate Store >

Select the certificate store you want to use.

| Personal Py
Sl Trusted Root Certification Authorities
i{ 7| Enterprise Trust
| Intermediate Certification Authorities
i 7] Trusted Publishers

{ U Himtrnsted Certifirates ~
£ >

[ show physical stores

Cancel

6. The following information will appear in the Certificate Store window, click on the Next button.

X
& &¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities

| I Browse...

| Mext | : Cancel
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7. The following window will appear, click on the Finish button.

& =¢ Certificate Import Wizard

Completing the Certificate Import Wizard i

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User [V =l s a =g ile= s R0 iglw g i1
Content Certificate
NOTE:

Throughout the installation of the Trust Chain, you will get Security Warning pop-ups.
This is normal as you are installing the certificates for the first time. It is okay to trust and
install these certificates.

8. The Certificate Import Wizard pop-up will appear advising the Import was successful; click the OK
button to complete the installation of the Carillon Root CA Certificate.

Certificate Import Wizard >

- i
o The import was successful. |

OK
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9. Click OK to close the certificate windows, and click Close on the downloads window.

1 General Details Certification Path

: ﬂ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to & remate computer ~
* Protects e-mail messages

| # Ensures software came from software publisher

i « Protects software from alteration after publication

* Allows data to be signed with the current time

* Allows data on disk to be encrypted hd

) Issued to: CISRCAL
Issued by: CISRCAL

valid from 10/15/2012 to 10/15/2032

Install Certificate... | | Issuer Statement

QK

2.1.2 Download & Install Carillon Intermediate CA Certificate

The following link: https://pub.carillon.ca/CAcerts/CISCA1.cer will bring you to your View Downloads — Internet
Explorer window.

1. Under name CISCA1l.cer (Intermediate or Signing CA 1 certificate) file; click on the Open button.

| & View Downloads - Internet Explorer — O X
View and track your downloads Search downloads L
MName Location Actions

CISCA1.cer 243 KB Do you want to open or

save this file? Open

pub.carillon.ca
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2. The Certificate window will appear; click on the Install Certificate button.

i n | Certificate w

General Details Certification Path

: ﬁ Certificate Information

| This certificate is intended for the following purpose(s):

« Proves your identity to & remote computer Y
* Protects e-mail messages

# Ensures software came from software publisher

# Protects software from alteration after publication

# Allows data to be signed with the current time

# Allows data on disk to be encrypted A

*Refer to the certification authority's statement for details.

| Issued to: Carillon PKI Services CA 1

Issued by: CISRCAL

Valid from 10/23/2014 to 10/23/2027

Install Certificate... | | Issuer Statement

Ok

3. The following Certificate Import Welcome Wizard window will appear, click the Next button.

X

=¥ Certificate Import Wizard

Welcome to the Certificate Import Wizard |

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
() Local Machine

To continue, dick Next,

Conce
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4. Select Place all certificates in the following store option and then click the Browse button.

X
€ & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

| Browse...

| Mext |: Cancel 1

5. Click on Intermediate Certification Authorities and then click OK.

Select Certificate Store *

Select the certificate store you want to use.

| Personal ,n..
E | Trusted Root Certification Authorities

| Enterprise Trust I
&

i 7] Trusted Publishers

£l 1 Intristed Cartifirates v

[ show physical stores

Cancal
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6. The following information will appear in the window, click on the Next button.

X

& & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(0 Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Intermediate Certification Authorities | | Browse...

| MNext | : Cancel

7. The following window will appear, click on the Finish button.

& =¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

g g e —mie Ry MBS Intermediate Certification Authorities

Content Certificate

| Finish |: Cancel
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8. The Certificate Import Wizard pop-up will appear advising the Import was successful; click the OK
button to complete the installation of the Carillon Intermediate CA 1 Certificate.

Certificate Import Wizard >
o The import was successful.
oK
NOTE:

Throughout the installation of the Trust Chain, you will get Security Warning pop-ups.
This is normal as you are installing the certificates for the first time. It is okay to trust and
install these certificates.

9. Click OK to close the certificate windows, and click Close on the download window.

n  Certificate *

General Details Certification Path

z g Certificate Information

[ This certificate is intended for the following purpose(s):

» Proves your identity to a remote computer Y
* Protects e-mail messages

# Ensures software came from software publisher

» Protects software from alteration after publication

# Allows data to be signed with the current time

» Allows data on disk to be encrypted b

*Refer to the certification authority's statement for details.

‘ Issued to: Carilon PKI Services CA 1

Issued by: CISRCA1

valid from 10/23/2014 to 10/23/2027

Install Certificate...| | Issuer Statement

OK

SR iR T FR AR TR e R R SR e e e T
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This completes the installation of the Carillon Trust Chain Certificates.

2.1.3 Validate the Root Certificate Thumbprint

1. Click on the Start icon: ﬂ

2. Type in the Search programs and files box: certmgr.msc and press enter.

H sk re athing “

3. The certmgr window will appear. Click Trusted Root Certification Authorities, and then click
Certificates. On the right panel, locate and double-click the CISRCA1 certificate.

ﬁ certrngr - [Certificates - Current User\ Trusted Root Certification Authorities\Certificat.,. — O et

File Action View Help

e AR lcl (N =NNREYN 7 B

Iﬁ] Certificates - Current User lssued To Issued By 2
| Personal
v [ Trusted Root Certification Au|| 2] CISRCA1 CISRCAT

| Certificates
| Enterprise Trust
| Intermediate Certification &u
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certificatior
| Trusted People
| Client Authentication Issuers
| Other People
| Local MonRemovable Certific
| MSIEHistorylournal
| Certificate Enrollment Reque:
| Srnart Card Trusted Roots
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4. A Certificate window will open. Click the Details tab. In the Show: dropdown, select <All> in the field
column, scroll down to Thumbprint. It should read:

a6 9e 03 36 c4 e5 90 23 ff 65 3c 71 f9 28 eb 73 f2 1c 00 fO.

p  Certificate >

Germeral Detals  Certification Path

Show: | <All= e
Field Value 2
DPuinc key parameters 0500
i3] subject Key Identifier £a 95 15da 5c 39 00 e2 9a db...
Eﬁasic Constraints Subject Type=CA, Path Lengt...
EKE}' Isage Digital Signature, Mon-Repudia. ..
DThumbprint algorithm shal
Thumbprint ab 9e 03 36 c4e590 23 65 ...
DFriEﬂdhﬂ name Carillon Information Security Inc.

v

SilFnhanred kewv neans nrone Client Anthentiratinn Senire

ab %= 03 36 c4 =5 90 23 £f 6L 3c 71 £9 28 eb
73 £2 1c 00 f0

Edit Properties... Copy to File. ..

5. Click OK to close the window.
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2.2 Installing the Boeing Trust Chain

2.2.1 Download Boeing Certificates

1. Visit the Boeing website at the following address:

http://www.boeing.com/crl/

2. Under the column Enterprise Production Authority Information heading, download the The Boeing
Company Root Certificate Authority.crt by right-clicking on the link, then in the drop-down menu

select the Save target as... to save the file.

e http://www.boeing.com/crl/ L~ The Boeing Company PKIP... %

e e ——————————

Boeing Class 2 Windows Machines.crt

Apr 10 05:33:06 2019 GMT

Boeing Company OSCA.cer

Nov 23 22:51:06 2016 GMT

Boeing Company OSCA.crt

Nov 23 22:51:06 2016 GMT

Boeing Company OSCA G2.crt

Dec 31 23:59:59 2020 GMT

Boeing e-Enabled Products Issuing CA(1).crt

May 1 22:37:08 2019 GMT

Boeing e-Enabled Products Issuing CA.crt

May 1 22:37:08 2019 GMT

Boeing e-Enabled Products Issuing CA G2.crt

Nov 19 20:57:18 2025 GMT

Boeing e-Enabled Products Policy CA.crt

Aug 28 23:07:56 2028 GMT

Boeing e-Enabled Products Root CA.crt

Aug 20 23:26:48 2048 GMT

Boeing Network Devices CA.crt

Oct 11 11:14:22 2016 GMT

Boeing PCA G2.crt

Sep 21 17:58:13 2029 GMT

BoeingPCAG2.p/c

Apr 30 23:59:59 2017 GMT

Boeing PCA G3.crt

Nov 29 17:20:01 2030 GMT

BoeingPCAG3.p7c

Apr 30 23:59:59 2017 GMT

Boeing PREPROD SecureBadge Medium G2.cer

Feb 1 00:12:58 2022 GMT

Boeing PREPROD SecureBadge Medium G2.crt

Feb 1 00:12:58 2022 GMT

Boeing SecureBadge Basic G2.crt

Feb 28 23:00:46 2023 GMT

Boeing SecureBadge Medium G2.crt

Feb 3 19:28:47 2022 GMT

Boeing Secure Messaging G2.crt

May 30 01:43:26 2019 GMT

Boeing SUG Root.crt

Dec 4 21:36:59 2017 GMT

saml.boeing.com.cer

Mar 25 23:59:59 2018 GMT

saml-ciefrz.boeing.com.cer

Jul 3 23:59:59 2017 GMT

saml-cie-prod.boeing.com.cer

Nov 4 23:59:59 2017 GMT

saml-cite.boeing.com.cer

Jan 13 23:59:59 2018 GMT

Secure Messaging.crt

Jan 20 19:28:53 2015 GMT

The Boeing Company Class 2 Certificate Authority.crt

Jan 11 19:02:14 2014 GMT

The Boeing Company Class 2 Certificate Authority G2.crt

Nov 15 22:15:15 2017 GMT

The Boeing Company Root Certificate Authority.crt

3. Select a directory on your computer to save the file to and click the Save button.
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Messaging G2 Exp 2019.crt then close your browser.

G http://www.boeing.com/crl

4. Repeat steps 2 and 3 for the downloading of Boeing Secure Messaging G2.crt and Boeing Secure

P~¢ The Boeing Campany PKI P...

x @Convart - Select

The Boeing Company PKI Public Repository

Index Created: Tue Jul 11 07:26:39 2017

rance_Domain_CP_v11.3.pdf

Mon Apr 3 13:03:45 2017

Enterprise Policy Info Document Date

Boeing SecureBadge Medium G2 Certificate Templates.pdf

[Thu Aug 25 08:27:05 2016

Boeing SecureBadge Medium G3 Certificate Templates.pdf
Enterprise Production Authority Information
[Boeing Basic Assurance Hardware Root CA.crt

[Thu Aug 25 08:26:10 2016
Expires
[Sep 18 21:47:59 2038 GMT

Boeing Basic Assurance Software Issuing CA G3.crt

[Jun 29 22:58:40 2026 GMT

e Root CA G2.orf

JApr 21 20:49:09 2036 GMT

[Boeing Class 2 Windows Machines.crt

JApr 10 05:33:06 2019 GMT

[Boeing Company OSCA.cer

Nov 23 22:51:06 2016 GMT

Boeing Company OSCA.crt

Nov 23 22:51:06 2016 GMT

[Boeing Company OSCA G2.crt

Dec 31 23:59:50 2020 GMT

Boeing Company OSCA G3.crt

Jun 1 23:00:45 2026 GMT

[Boeing e-Enabled Products Issuing CA(1).crt

May 1 22:37:08 2019 GMT

Boeing e-Enabled Products ing CA.crt

May 1 22:37:08 2019 GMT

Boeing e-Enabled Products Issuing CA G2.crt

Nov 19 20:57:18 2025 GMT

[Boeing e-Enabled Products Policy CA.crt

JAug 28 23:07:56 2028 GMT

Boeing e-Enabled Products Root CA.crt

JAug 20 23:26:48 2048 GMT

Boeing Mobile Device Issuing CA Gl.crt

Jun 29 23:01:08 2026 GMT

Boeing MNetwork Devices CA.crt

[Oct 11 11:14:22 2016 GMT

Boeing PCA G2.crt

JApr 30 23:59:59 2018 GMT

BoeingPCAG2.crt

JApr 30 23:59:59 2018 GMT

BoeingPCAG2.p7¢c

JApr 30 23:59:59 2018 GMT

[Boeing PCA G3.crt

JApr 30 23:59:59 2018 GMT

BoeingPCAG3.crt

JApr 30 23:59:59 2018 GMT

BoeingPCAG3.p7c

JApr 30 23:59:59 2018 GMT

[Boeing SecureBadge Basic G2.crt

Feb 28 23:00:46 2023 GMT

[Boeing SecureBadge Medium G2.crt

Feb 3 19:28:47 2022 GMT

[Boeing Secure Messaaging G2.crt

Dec 15 00:16:20 2021 GMT

Boeing Secure Messaging G2 Exp 2019.crt

May 30 01:43:26 2019 GMT

You have now successfully downloaded the Boeing Trust Chain Certificates.

2.2.2

1. Go to the folder where the Boeing Certificates were downloaded. Double-click on The Boeing Company
Root Certificate Authority certificate and the following window will appear, click on the Open button:

Install the Boeing Root CA Certificate

Open File - Security Warning x

Da you want to open this file?

MName:
A Type:

.opiThe Boeing Cempany Root Certificate Authority.cer
Security Certificate

From: CA\Users\ Desktop'\The Boeing Company R...

Cancel

Open
Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
harm your computer. If you do not trust the source, do not open this
software. What's the risk?
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2. Click on the Install Certificate button.

n  Certificate x

General Details Certification Path

= ﬁ Certificate Information

This certificate is intended for the following purpose(s):

+ All izsuance polices
+ All application policies

Issued to: The Boeing Company Root Certificate Authority

Issued by: The Boeing Company Root Certificate Authority

valid from 3/17/2000 to 12/14/2021

Install Certificate...  Issuer Statement

3. The following Certificate Import Wizard window will appear, click on the Next button.

]

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

T ———

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
() Local Machine

To continue, dick Mext,

Cancel

|dentity Management, Simplified
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4. Select the Place all certificates in the following store option and the click the Browse button.

b4
& L¢ Certificate Import Wizard

Certificate Store

| Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse...

Cncel

5. The following window will appear, click on Trusted Root Certification Authorities and then click OK.

Select Certificate Store >

Select the certificate store you want to use,

#+{ | Personal ~

Sl Trusted Root Certification Authorities

[ 7| Enterprise Trust

--{ 7] Intermediate Certification Authorities

{7 Trusted Publishers

Ll Hintroetad Certifirates e
£ >

[ show physical stores

Tl
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6. The following information will appear in the window, click on the Next button.

«

= Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

*

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
|Trusted Root Certification Authorities | | Browse... I

| Mext | Cancel

7. The following window will appear, click on the Finish button:

L

&# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

810l =i = e sy b= Trusted Root Certification Authorities

Content Certificate

e
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NOTE:

Throughout the installation of the Trust Chain, you will get Security Warning pop-ups.
This is normal, as you are installing the certificates for the first time. It is okay to trust
and install these certificates.

8. Click OK to complete the installation of the Boeing Company Root Certificate Authority certificate.

Certificate lImport Wizard >

o The import was successful.

OK

9. Click the OK button to close the Certificate window.

2.2.3 Install Boeing Intermediate CA Certificate

1. Go to the folder where the Boeing Certificates were downloaded. Double-click on the Boeing Secure
Messaging G2 certificate and the following window will appear, click on the Open button:

Open File - Security Warning >

Do you want to open this file?

Mame: ..\ Desktop\Boeing Secure Messaging G2.cer
a Type: Security Certificate
From: Ci\Usersh DesktopBoeing Secure Messagi..

Open Cancel

Always ask before opening this file

.-*x] While files from the Internet can be useful, this file type can potentially
lk ﬂ; harm your computer. If you do not trust the source, do not open this
- software. What's the risk?
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2. Click on the Install Certificate button.
n | Certificate x

General Details  Certification Path

L= -] Certificate Information

This certificate is intended for the following purpose(s):

+1,3.6.1.41.73.15.3. 1.2
+ Al application policies

Issued to: Boeing Secure Messaging G2

Issued by: The Boeing Company Root Certificate Authority

valid from 5/29/2014 to 5/23/2019

Install Certificate...  Issuer Statement

3. The following Certificate Import Wizard window will appear, click on the Next button.

2% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

T ———

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
(@) Current User
() Local Machine

To continue, dick Mext.

Cancel

T
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4. Select on the Place all certificates in the following store and then click the Browse button.
f X
& i¢ Cerificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse...

I MNext || Cancel i

5. Click on Intermediate Certification Authorities and then click on the OK button.

Select Certificate Store *

Select the certificate store you want to use.

| Personal ,n..
E | Trusted Root Certification Authorities

| Enterprise Trust I
&

i 7] Trusted Publishers

£l 1 Intristed Cartifirates v

[ show physical stores

Cancal
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6. The following information will appear in the window, click on the Next button.

>

4 =¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
|Intermediate Certification Autharities | | Browse... I

| Mext | : Cancel

7. The following window will appear, click on the Finish button:

& &¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘fou have spedfied the following settings:

Lt S Sa SRR R Intermediate Certification Authorities

Content Certificate

| Finish I: Cancel 1
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NOTE:

Throughout the installation of the Trust Chain, you may have Security Warning popups.
This is normal, as you are installing the certificates for the first time. It is okay to trust
and install these certificates.

8. Click OK to complete the installation of the Boeing Secure Message G2 Certificate

Certificate lImport Wizard >

o The import was successful.

OK

9. Click the OK button to close the certificate window.
| Certificate >

General Details Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

#1,3.6.1.4.1.73.15.3.1.2
» All application policies

Issued to: Boeing Secure Messaging G2

Issued by: The Boeing Company Root Certificate Authority

valid from 5/29/2014 to 5/29/2019

Install Certificate...| | Issuer Statement

*** Repeat steps 1 through 9 to install the Boeing Secure Messaging G2 Exp 2019.crt ***
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2.3 Verifying the Trusted Site and Validating the EVSSL

To verify if: https://pub.carillon.ca/; https://www.carillon.ca and http://certstore.carillon.ca are trusted sites on
your computer:

1. On the web browser menu click on the Tools menu and select Internet Options. In the Internet Options
window, select the Security tab.

2. Click on the Trusted Sites check mark then click on the Sites button.

Internet Options ? *

General Security  Privacy Content Connections  Programs — Advanced

Select a zone to view or change security settings.

@ ¢ vV O

Internet Local intranet  gEifEi=sb=l==| Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone,

Sites

Security level for this zone
Allowed levels for this zone: All

Medium

- Prompts before downloading potentially unsafe
] content
- Unsigned ActiveX controls will not be downloaded

[ ]Enable Protected Mode {requires restarting Internet Explorer)

Custom level. .. Default level

Reset all zones to default level

Concel | | sl
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3. Ifin the box of Websites you do not see the above addresses; you will have to click on the Add button
and add them and then click Close button.

| Trusted sites =

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| Add
Webszites:
https: /fcertstore. carillon.ca - Remove
https:/fpub.carillon.ca
W
Require server verification (https:) for all sites in this zone
Close
4. On the Internet Options pop-up, click on the Advanced tab.
nternet Options ? X

General Security  Privacy Content  Connections  Programs Advanced

Settings

[&=] Accelerated graphics A
[] use software rendering instead of GPU rendering®
@ Accessibility
[] always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs
[] Move system caret with focus/selection changes
[1 Flay system sounds
[] Reset text size to medium for new windows and tabs
[] reset zoom level for new windows and tabs
[=] Browsing
[] always record developer console messages
[] close unused folders in History and Favorites®
Disable script debugging (Internet Explorer)
[+ Disable script debuaaing (Other) R
£ >

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition.

¥ou should anly use this if your browser is in an unusable state,

0K Cancel Apply

———
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5. In the Settings window, scroll down to Security and make sure Use SSL 2.0 and Use SSL 3.0 are
unchecked, and ensure that all the Use TLS options are checked, and then click the OK button.

Use 551 2.0

Us=e 551 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™

Warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
)

£ >
*Takes effect after you restart your computer

RIORIRRROOI

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. Reset...

You should only use this if your browser is in an unusable state.

Cancel | | hosly

6. In the address bar, type https://pub.carillon.ca/ and press Enter. There will be a lock icon as in the
following screenshot. Click the lock and click the View certificates button.

https://pub.carillon.ca’ Jeln Carillon Information Sec... &

____________[Cre——

Entrust has identified this site as

Carillon Information Security Inc. Dj
Vaudreuil-Donon, Quebec 1l =]
CA

This connection to the server is encrypted.

Should [ trust this site?

View certificates

faeneral Infarmati
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7. Click the Certification Path tab, which shows pub.carillon.ca in the Certification path. The Certificate
status should read: This certificate is OK.

n | Certificate >

General Detals Certification Path

Certification path

5] Entrust

View Certificate

Certificate status:
Thiz certificate is OK.
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3 CERTIFICATE RETRIEVAL PROCESS

1. You will receive a Certificate Issuance email (similar to the one below) with instructions, a link to pick up
your certificates and an access code. If your email has not arrived after thirty minutes of its request; go
to the following link, enter your email address, and click Request New Access Code.

https://pub.carillon.ca/certserv

Sample email:

Q_ Reply @(4_ Reply All Eﬁ, Forward
Thu 11/2/2017 7:59 AM

PKI No Reply <testing@carillon.ca>
Carillon SHA2 TEST PKI: Certificate |ssuance
To Testuser Ninetynine

Signed By testing@carillon.ca

ﬂThis message was sent with High importance.

Dear Testuser Ninetynine:
The request for a Carillon SHAZ2 TEST PKI digital certificate has been
approved. To proceed with the retrieval of your certificate(s),

please go to the following URL:

https://certserv.carillon.ca/certserv

To log on:

If you already have a valid Identity certificate you will

automatically be logged in, otherwise please enter your email address
and the access code below:

yviws9ymje

If you encounter any difficulties, or have any questions, please do
not hesitate to contact us at:

"PKI Help Desk" <testing@carillon.ca>
Thank you,

The Carillon SHAZ TEST PKI Team

NOTE:

Certificate Retrieval is dependent on Java to work. For the best possible results
downloading and acknowledging your certificates, it is highly recommended that
Internet Explorer, with the latest version of Java, be setup as your default browser on
your workstation.

Should your default browser be set to anything other than Internet Explorer, you may
need to export the certificates from the other browser to complete the
acknowledgement process, or the process will not work altogether.

Should you encounter any issues, please do not hesitate to contact Carillon Customer
Service.
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2. Click on the link mentioned in the email; it will bring you to the following Certificate Services page.
Enter your email address and click on the Submit button.

Carillon = wpuie

INFORMATION SECURITY

Check browser setup

CERT":lCATE SERV'C ES Download CA Certificate Chain

Thank you for registering for a certificate from the Carillon SHAZ TEST PKI. Log in here to generate a private key and certificate reguest which will
then be securely transmitted to our Certificate Authority for signing.

Please enter your email address and the access code that was emailed to you.

If you have lost your access code, enter only your email address and a new code will be emailed to you.

Emaif Address:

Please contact us if you have any questions about this service, or problems using issued certificates

System Messages

Posted Message

2016-05-19 If you have any questions or concerns, please contact us at customer_service@carillon ca or 1.844 PKI PIV1 (1.844 754 7484)

Option 2.
Other OA

3. Enter the Access Code from the email and click on the Log In and Retrieve Certificates button:
Carillon ~ szas

* Check browrser setup

CERTIFICATE SERVICES * Douinios CA Certficate Chain

Thank you for registering for a certificate from the Carillon SHA2 TEST PKI. Log in here to generate a private key and certificate reguest which will then be securely transmitted to our Certificate Authority for
signing.
Please enter your email address and the access code that was emailed to you
If you have lost your access code. enter only yvour email address and a new code will be emailed to you.
Email Address.

codell3@carillon.ca

Please cortact us if you have any questions about this service, or problems using issued certificates.

HELLO TESTUSER NINETYNINE

‘fou are scheduled 1o retrieve certificates. Please enter the access code you received by email and press the button to continue.
Access Codle ffrom email)

arasnsnnes -
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4. Click on the Pick up your certificates button.

(i Return te Main Page

WELCOME, TESTUSER NINETYNINE.

(i* Check browser setup

. . . - . . (= Download CA Certificate Chain
You've used a cne-time password to access this page. In the future, access to this page will be supported by the |dentity certificate that you will

shortly be retrieving, issued by the Carillon SHAZ TEST PKI.

Your certificates:

Identity - - waiting for pickup
Signature - - waiting for pickup

Encryption - - waiting for pickup

PICK UP YOUR CERTIFICATES

Encryption Key Recovery

You have (or have had in the past) encryption certificates. In order to decrypt data, you may need to recover a certificate and private key if you no
longer have them. Please click the 'Encryption Key Recovery' button to access this feature.

ENCRYPTION KEY RECOVERY

5. Click Yes:

Web Access Confirmation

© This Web site is atternpting to perform a digital certificate cperation on
LE your behalf:

https://certserv.carillon.ca/certserv/browsercheck.php
You should only allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?

Yes Mo
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6. Your browser will be checked, then click on the Continue button.

Carillo e build

INFORMATION SECLRITY

CHECKING YOUR BROWSER SETUP...

Before you can retrieve your certificates, we need to ensure your web browser meets certain requirements and
is corectly configured. If these tests do not succeed, unfortunately you will not be able to retrieve your
certificates at this time.

Test for valid browser: PASSED

Test for session cookies: PASSED

Test for persistent cookies: PASSED

Test for Java »= 1.6: PASSED

Test for Javaseript: PASSED

Testing system time: WARHNING [Your system time is 27 seconds fast)
Test for M5 enrcllment object: PASSED (CertEnroll found)

QOverall result: PASSED

This concludes the browser compatibility check. You may press "Go Back” to return to the main page.

It appears that you have the correct Java version installed. ("
> JdVd
L ——

PRIVACY REPOSITORY CertServ w4.4.28 r21439) Co

7. Read and confirm the Terms of Service and place a check in the | hereby accept the terms of service
box and then click Continue.

Carillon v

INFORMATION SECURITY

Return to Main Page
HELLO TESTUSER NINETYNINE.

Check browser setup

. Download CA Certificate Chain
Terms of Service

By using this service, the Subscriber agrees that he has read and understood the applicable Subscriber Agreement and/or Certificate Poelicy, and that Certificates
generated herein are to be used in accordance with those documents. Futhermore, the Subscriber, and/or the Subscriber's Employer, agrees to indemnify
Carillon against any and all claims that may arise due to the Subscriber's use of this certificate.

Please confirm the Terms of Service:

[ | hereby accept the terms of service.

2
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8. Click Yes:

Web Access Confirmation

©  This Web site is attempting to perform a digital certificate operation on
i IE. your behalf:

https://certserv.carillon.ca/certserv/cert-req.php

|
You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?
Yes | MNo I
9. The following screen will appear, click on the Continue button.
(e )
Carillon ~ wbuie
INFORMATION  SECURTY TRUST
We will generate a request for each of your certificate(s) with the following name. The certificate type will be appended to your name Retum to Main Page
Subject: Check browser setup
C=CA
0=Carillon Information Security Inc. Download CA Certificate Chain
OU=Subscribers
0OU=Carillon

CN=Testuser Ninetynine - [ID SIG or ENC]
serialnumber=42000000209

Certificates to be issued:

ldentity at Basic Software 256
Signature at Basic Software 256
Encryption at Basic Software 256

10. The generating certificates screen will appear.

Carillon  wps

INFORMATION SECURITY

Return to Main Page

PLEASE WAIT...

Check browser setup

- . . . . Download CA Certificate Chain
Your certificates are being generated, and will be installed when ready. This should only take a few seconds.

S

Fetching Signature certificate...

%

Fetching Encryption certificate
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11. You will have to Click Yes a few times:

This Web site is attempting to perform a digital certificate operation on
b your behalf:

https://certserv.carillon.ca/certserv/req-gen-ms.php
You should only allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?

Yes Mo

IMPORANT NOTE:

If you have been requested for Medium level certificates (Medium Software 256) you
will need to remember and enter the retrieval code you submitted on your Digital
Credential Request Form (DCR).

12. Your certificates have now been retrieved and installed. Before restarting your browser, you must first
download the Encryption Certificate. Click on the DOWNLOAD CERTIFICATE button.

Carillon = wbuie

INFORMATION SECLIRITY

ALL DONE. ‘ ‘

‘* Check browser setup

. . - . . Download CA Certificate Chain
Your certificates are being generated, and will be installed when ready. This should only take a few seconds.

ENCRYPTION CERTIFICATE:

This link works only ence, please be sure to Save the certificate when prompted

You will receive a password by email to unlock this file.

After all certificates have been retrieved and installed, you will receive email with instructions to
acknowledge your certificates.

You must RESTART YOUR BROWSER before acknowledging.

13. You will see a popup window at the bottom of your screen similar to the following; expand on the Save
button and then click Save and Open:

Do you want te open or save BrunoMars-ENC.p12 (3.70 KB) from certserv.carillon.ca? Open Save |~™ Cancel
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14. On the Certificate Import Wizard window, leaving the store location as Current, click next.

x

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
() Local Machine

To continue, didk Next,

15. Click next on the following popup.

€ ¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)

Microsoft Serialized Certificate Store ((35T)

Cance
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16. On the Private key protection popup window, enter the password (24 Alpha-Numeric password) in the
Carillon PKI: Encryption Key Password email that you received.

€ L¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[Display Password

Import options:

[JEnable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this aption.

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Cancel

17. On the Certificate Store popup window click next, leaving the “Automatically select the certificate store
based on the type of certificate” selected.

| 1

& ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
(D) Place all certificates in the following store

Certificate store:

‘ Browse... ‘

Cancel
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18. Click Finish on the Completing the Certificate Import Wizard popup.

€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imparted after you dick Finish.

You have spedified the following settings:

(0= ) o= (v = =) Automatically determined by the wizard

Content PFX

File Mame C:Wsers\codel\Downloads{TestuserMinetynineEMNC (4).p12
£ >

Finish Cancel

19. Click OK on the Certificate Import Wizard: The import was successful popup.

Certificate Import Wizard >

o The import was successful,

OK
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4 THE ACKNOWLEDGING PROCESS

You will receive two emails: a Certificate Acknowledgement Instructions email and an Encryption
Acknowledgement Code email.

1. OPEN the Certificate Acknowledgement Instructions email (similar to the following) to acknowledge
your certificates; then click on the link which will bring you to a Windows Security page.

5 Reply @_ Reply All £ Forward
Thu 11/2/2017 8:46 AM
PKI Mo Reply <testing@carillon.caz
Carillon SHA2 TEST PKI: Certificate Acknowledgement Instructions
To  Cindy Odell

Signed By testing@carillon.ca

ﬂThis message was sent with High importance.

Dear Testuser Ninetynine:

Thank you for retrieving your certificates from the Carillon SHA2 TEST
PKI.

In order to keep and use your certificates, it is now necessary to
validate that they are working properly; therefore, you must

acknowledge them within 1 month of receipt.

To acknowledge your certificates, ensure that you have CLOSED all your
Internet browser windows and then go to this URL:

https://certserv.carillon.ca/certserv/acknowledge/

IMPORTANT MOTE: If you have requested and retrieved an Encryption
certificate, you will have received a second, encrypted email. This
encrypted email contains a code which is needed to complete the
acknolwedgement for your encryption certificate.

To be able to read the encrypted email, you will need to double-click
on it, so that it is opened in a separate window. It is NOT possible

to read an encrypted email in the Outlook preview window.

If you encounter any difficulties, or have any questions, please do
not hesitate to contact us at:

"PKI Help Desk" <testing@carillon.ca>
Thank you,

The Carillon SHA2 TEST PKI Team
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2. Select your ID certificate with the Issuer: CIS and then click OK.

Windows Security *

Select a Certificate

Site certserv.carillon.ca needs your credentials:

Testuser Ninetynine - ID

Issuer: TEST CIS Signing CA1
Valid From: 11/2/2017 to 11/1/2020

Click here to view certificate properties

More choices

OK Cancel

3. The following window will appear. Click on the | acknowledge button to acknowledge your Signature
Certificate.

g gm{;il!&omg we build

Return to Main Page

ACKNOWLEDGEMENT Test by Ceriificste

. o Check brow 3
Identity Certificate Acknowledgement e

Download CA Certificate Chain

‘You have successfully generated your certificates, and used your Identity certificate to view this page. Therefore, your kdentity certificate is now acknowledged.

Signature Certificate Acknowledgement

By diicking below, you will be using your Signature certificate to sign your acknowledgement of receipt of your Signature certificate.

Encryption Certificate Acknowledgement
‘You have been sent an encrypted email with an acknowledgement code in it. Please type this code below, and dlick "l acknowledge”.
‘You can also request another copy of the encrypted code by clicking "Send email again”

Acknowledgement Cogle:
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4. Enter your Acknowledgement Code from your Encryption Acknowledgement Code email and click on

the I acknowledge button.

arillon e

INFOH

ACKNOWLEDGEMENT

Identity Certificate Acknowledgement

You have successfully generated your certificates, and used your ldentity certificate to view this page. Therefore, your ldentity certificate is now acknowdledged.
Signature Certificate Acknowledgement

Your Signature certificate has been acknowledged.,

Encryption Certificate Acknowledgement

‘fou have been sent an encrypred email with &n acknowledgement code in it. Please type this code below, and click "l acknowledge”
‘fou can also request another copy of the encrypted code by clicking "Send email again™.

Acknowledgement Code:

WEuC 38390k]

commee | s o
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5. Your certificates have now been acknowledged.

g Qﬁ!’igﬂ we build

TRUST

Return to Main Page
ACKNOWLEDGEMENT

Test My Certificate

Identity Certificate Acknowledgement Checkbrovsersete

Download CA Certificate Chain

You have successfully generated your certificates, and used your |dentity certificate to view this page. Therefore, your Identity certificate is now
acknowledged.

Signature Certificate Acknowledgement
Your Signature certificate has been acknowledged.

Encryption Certificate Acknowledgement

Your Encryption certificate has been acknowledged.

6. Click on the Return to main Page option from the menu bar; you will now see serial numbers beside
your issued certificates.

g gﬂ[!ﬁgﬂ we build

TRUST

Retum to Main Page
WELCOME, TESTUSER NINETYNINE.

Test My Centificate

This personalized greeting confirms the validity of your certificate, issued by the Carillon SHA2 TEST PRI Check browzer setup

Download CA Certificate Chain
Your certificates:

bdentity - - Serial rumber: 0201730FADEBE33TADCACEFEFIIEIICCATNT issued 20171142 -
Suunature - - Serisl number: 0201343565 15536406 5B4C9F306302657A020 _ issued 20171102 -

ENCryption - - Serial numser: 02016F4B0E6BF4B5FAEA0AC5A3887 3256585, iszued 20171102 -

RE-KEY ALL YOUR CERTIFICATES

HAA

Encryption Key Recovery

button to access this feature.

ENCRYPTION KEY RECOVERY

You have (or have had in the past) encryption certificates. In order to decrypt data, you may need to recover 2 certificate and private key if you no longer have them. Please click the 'Encryption Key Recovery'
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5 HOW TO EXPORT ID, SIG, & ENC CERTIFICATES

5.1 ExportID, SIG & ENC Certificates from Your Personal Store

1. Click on the Start icon: E

2. Type in the search box: certmgr.msc and press enter; the certmgr — Certificates screen will appear.

3. Under: Personal > Certificates highlight the three certificates you want to export; right click on them,
then click on All Tasks and click on Export.

E certmgr - [Certificates - Current User\Personal\Certificates] — O >

File  Action View Help

X YA GREINEREYR 7 Mo: |

Iﬁ] Certificates - Current User lssued Tao - lssued By |
w || Personal
| Certificates @Testuser Sixtyone - ENC TEST CI5 Signing CAT
| Trusted Root Certification Au @Testuser Sixtyone - 1D TEST CI5 Signing CAT
| Enterprise Trust @Testuser Sixtyone - 51G TEST CI5 Signing CAT

“| Intermediate Certification &u
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatior
| Trusted People

~| Client Authentication |ssuers
| Other People

“| Local NoenRemovahle Certific
| MSIEHistoryJournal

| Certificate Enrcliment Reque:
| Smart Card Trusted Roots
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4. The Certificate Export Wizard will appear; click Next.

&% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which iz issued by a certification authority, i a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Mext.

| Cancel _l

5. On the Export Private Key screen; click on Yes, export the private key. Click Next.

- — S —

X

& ¢ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on & later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

() Mo, do not export the private key \]

e i

Cancel

=
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6. The Export File Format screen will appear; ensure that the Personal Information Exchange — PKCS
#12(.PFX) button is highlighted; click Next.

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

DER. encoded binary ¥.505 (.CER)

Base-64 encoded ¥, 509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7B)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (\PFX)

Indude all certificates in the certification path if possible

[ Delete the private key if the export is successful

[ Export all extended properties

[ Enable certificate privacy

Microsoft Serialized Certificate Store (LS5T)

Cance

7. On the Password Screen; create a password and retype it; then click Next.

*

€ £* Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security prindpal or by
using a password.

Group or user names (recommended)

Add

Remove

Password:

Confirm passward:
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8. The File to Export screen will appear showing the file name to export; click Browse.

x

& EF Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

|| _. Browse... |

MNext | Cancel :

9. The Save As window will appear; name the file and then save it to wherever you want i.e.: desktop and
then click Save.

[ Save As X
4 [ » ThisPC » Desktop v 0 Search Desktop »

Organize v New folder == - e
3 ThisPC A Name

[ Desktop
Documents
4 Downloads
D Music
[&=] Pictures
[ ScanSnap Fold
m Videos
“ie Local Disk (C)
2 DVD RW Drive

Date modified Type 2

misc 10/11/2016 11:02 ... File folder

v
= HP_RECOVERY ¥ < >
File name: v
Save as type: | Personal Information Exchange (*.pfx) ~

» Hide Felders Cancel
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10. Click on the Next button.

€ b¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:YUzers \Desktoptest certs for export.pfi Browse. ..

Cancel

11. The Certificate Export Wizard window will appear; click Finish.

S —_—

& L Certificate Export Wizard |

Completing the Certificate Export Wizard ¢

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

File Mame  C:\Users\Desktopltest certs for export.pfic
File Format Perzonal Information Exchange (*.pfx)

G| |
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12. On the Certificate Export Wizard pop-up advising the export was successful; click OK.

Certificate Export Wizard >

The export was successful,

oK

5.2 Deletion of Certificates from Hard Drive

Any files containing your private key should be kept on removable media only. When first exporting your
certificates, copy them to a local drive that is not accessible to a network. Import your certificates into
applications as necessary, then remove them and any related files from your machine after you're done!

It is important to remember that all certificates exported from your web browser onto your computer be
DELETED. Failure to do so will put the security of your certificates and keys at risk.

Also ensure that once the certificates have been deleted that your recycling bin (or trash) has been emptied.

5.3 To Import Certificates

1. Double click on certificate file you saved and the Certificate Import Wizard screen will appear; click

Next.
I T ==
- <l - |+ 1 Search Desktop
- 0 EmET—

Organize v Include in library = Burn MNew folder ji ~ [ L@

-

- Favorites
B Desktop
& Downloads

| test certs for export.pfx
< = Personal Information Exchange

f_Jx,S' 781 KB

5| Recent Places
&) ScanSnap Folder

m

B Desktop
wa Libraries .

m

- 22 items
| |

E
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it
«* Certificate Import Wizard

Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(®) Current User

(D Local Machine
To continue, dick Next.

I Mext I : Cancel
2. On the Certificate Import Wizard; File to Import screen; click Next.
*

€ ¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users \Desktop'test certs for export.pfx] Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7E)

Microsoft Serialized Certificate Store (.S5T)
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3. On the Certificate Import Wizard, Password screen; enter the Password you created during export.
Make sure that you check off all three boxes; especially “Mark this key as exportable”. This will allow
you to back up or transport your keys at a later time. Click Next.

| « £¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable thiz option,

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties,

\ Cancel

4, On the Certificate Import Wizard, Certificate Store window; click on Automatically select a certificate
store based on the type of certificate; and click Next.

1 & L¥ Certificate Import Wizard

e ——r

‘ Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
OPIace all certificates in the following store i
Certificate store: !

Browse...

Cancel
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5. The Completing the Certificate Import Wizard window will appear; click Finish.

b4
€ ¥ Certificate Import Wizard
Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.
‘You have spedfied the following settings:
Automatically determined by the wizard
Content PFX
File Name C:'\Users \Desktop\test certs for export.pfx
6. Onthe Importing a new private exchange key pop-up(s); click OK.
Importing a new private exchange key x

An application is creating a Protected item.

Crypto AP Private Key

Security level set to Medium Set Security Level...

Cancel Dietails...
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7. Click OK on the Import was successful pop-up.

Certificate lmport Wizard >

o The import was successful.

OK

5.4 Setting Up Access to the Carillon LDAP Proxy

The Carillon LDAP Proxy is a link to a directory of recipient encryption certificates containing public encryption
keys, which can then be used to encrypt email intended for the person associated with the retrieved

certificates. This is done in order to avoid having to manually enter each person’s certificates so that you may
send/receive encrypted e-mail with them.

1. From you Microsoft Outlook page, select the File tab and then Info tab from the corresponding menu
items. Click on the Account Settings button, and select the Account Settings... pop-up.

Inbox - customer_service@carillon.ca - Outlook ? - X
Account Information
Open & Export
=i customer_senvice@carillon.ca .
Save As 1 papssmire
# Add Account
Save Attachments
Account Settings
Print K _g i
Te ] Change settings for this account or set up more connections.

Account

Settings =

Office Account

Mailbox Settings

Manage the size of your mailbox by emptying Deleted ltems and archiving,

Options

iy

Feedback

4
<8
&

Exit
Rules and Alerts

1 Use Rules and Alerts to help organize your incoming e-mail messages, and receive
Manage Rules | updates when items are added, changed, or removed,
8 Alerts
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2. Inthe Accounts Settings window, select the Address Books tab and click on the New... button.

Account Settings *

Directories and Address Books
You can choose a directory or address book below to change or remove it

E-mal DataFiles RSSFeeds SharePointlists Internet Calendars  Published Calendars  Address Books

[CEH Mew... [%f Change... 3% Remove

MName Type o
Mobile Address Book MAPT
Cutlook Address Book MAPT

v

Close

3. Make sure the Internet Directory Service (LDAP) option is selected and click the Next button.

Add Mew Account x|

Directory or Address Book Type
‘You can choose the type of directory or address book you'd like to add. |

(® Internet Directory Service (LDAP)
Connect to an LDAP server to find and verify e-mail addresses and other
information.

() Additional Address Books

Connect to an address book to find and verify e-mail addresses and other
information.

<Back Cancel

4. Fill out the Server Name information only. The Carillon LDAP Proxy directory is dir.carillon.ca.
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5. Click on the More Settings button.

NOTE:

Do not select “This server requires me to log on”. User Name and Password are not
required.

.?.—-;::: E-—_._:‘ nt o ] Add E-mail Account X | %

1 Directory Service (LDAP) Settings £

| Joetings

] You can enter the required settings to o You must restart Outlock for these changes to take effect. 4

Server Information

Type the name of the directory server your I

has given you.

Server Name: dir.carillon.ca

Logon Information

[] This server requires me to log on

User Mame:

Password:

Require Secure Password Authentication (SPA)

More Settings ...

1 < Back Mext = Cancel

6. In the Microsoft LDAP Directory window ensure that dir.carillon.ca is the Display Name and that the
Connection Details Port is set to 389; then click OK or Apply as necessary.

Microsoft LDAP Directory et

Connection  Search

Display Mame
The display name as it appears in the Address Book

dir.carillon.ca

Connection Details

Port: 339

Use Secure
Sockets Layer D
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7. Click the Finish button.

Add Mew Account Y

Congratulations!
‘You have successfully entered all the information required to setup your account.

To dose the wizard, dick Finish.

><

Add another account. ..

L

8. Click the Close Button.

9. You will need to RESTART Microsoft Outlook for the email account changes to take effect.

You have now completed setting up the Carillon LDAP Proxy

5.5 Confirming LDAP is Properly Configured

To confirm that the changes have been applied, open Outlook and select the File tab and Info tab from the
corresponding menu items.

1. Click on the Account Settings button and select the Account Settings... pop-up. In the Accounts Settings
window, select the Address Books tab.

Inbox - custemer_senice@canilon.ca - Outhook T o x

e Account Settings

r-3 Change semings for this ACCoUNE 5 £ Up N Eonmectices.
Accoant
Settings -

Mailbox Settings

Manage the size of your mailbon by emetying Deleted Bems and archiving.

a Rules and Alerts

=3 s Rules wnd Alerts 10 help organise youe incamin g +-mad masesges, snd rective
Manage Budes | wpdates when items ane sdded, changed, of remaved.
B At
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2. Your directory should appear in the list on this page. Double click on dir.carillon.ca

| Account Settings *

Directories and Address Books
‘You can choose a directory or address book below to change or remove it

E-mal DataFies RSSFeeds SharePointlists Internet Calendars Publshed Calendars  Address Books

[CE} New... 5 Change... ¥ Remove

Name Type 2
Mobile Address Book MAPT
Outlook Address Book MAPI
dir.carillon.ca LDAR
pub.carilon.ca LDAP
w
Close

3. Click on More Settings

4. Verify that dir.carillon.ca is the Display Name and that the Port is 389, click OK.

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service,

Microzoft LDAP Directory >
Server Information

Connection  search
Type the name of the directory server your Internet service provider or system

administrator has given you.

. Display Name
Server Name: i i

dir.carillon.ca The display name as it appears in the Address Book
Logon Information dir.carillon.ca

|:|This server requires me to log on

Connection Details

Passiiord

Part: 389
Require Secure Password Authentication [SPA)

Use Secure D
IMore Settings ... ] Sockets Layer

< Bacdk Next = Cancel n Authoritie:
(CN=Cindv O
5. Click the Close button to close the window.

You have now verified that you have access to the Carillon LDAP Proxy.
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6 HOW TO USE YOUR CERTIFICATES IN OUTLOOK

This section gives step by step instructions on how to set up and use Secure Email (S/MIME) with your email
client and how to properly import the certificates into the Microsoft Office Outlook 2010 or higher and on
Microsoft Office 365 email management tool. These instructions will guide you on how to set up your email
account to use these certificates, as well as set up your email client to use the Carillon LDAP Proxy so that you
can look up and find other users with whom you may wish to exchange secure email.

To ensure these certificates are properly recognized and trusted by your email client, be sure to install the
associated Trust Chain certificates on your computer or laptop before proceeding.

NOTE:

Third party certificates aren’t supported for OWA S/MIME; only Microsoft Windows
Certificate Authority issued certificates are supported.

6.1 Setting up Outlook or Office 365 to use your Certificates

1. Start the email application.

2. Select the File tab and then select Options. You will see a screen similar to this one.

Account Information

= n
| =L map/smTP

= Add Account

F‘ | Account and Social Network Settings
a3

Change settings for this account or set up more connections,

Account Connect to social networks,
Settings ~
Office Account
il = Mailbox Cleanup
tians A=
i = Manage the size of your mailbox by emptying Deleted ltems and archiving.
Cleanup
Exit Tools ~
a Rules and Alerts
G= Use Rules and Alerts to help organize your incoming e-mail messages, and receive
Manage Rules updates when items are added, changed, or removed,
8 Alerts

F‘ ' Slow and Disabled Add-ins
!

Manage add-ins that are affecting your Cutlook experience.
Manage Add-
Ins

——
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3. Select the Trust Center tab from the side menu, and then select the Trust Center Settings... button.
Similarly in Office 365, select the Trust Center tab from the side menu; you will not have a Trust Center
Settings button.

Outlook Options

General

Mail

Calendar
Contacts

Tasks

Motes and Journal
Search

Maobile

Language
Advanced
Customize Ribbon
Quick Access Toolbar
Add-Ins

Trust Center

@ Help keep your documents safe and your computer secure and healthy.

Protecting your privacy
Microsoft cares about your privacy. For more information about how Microsoft Outlook helps to protect your privacy,

please see the privacy statements,

Show the Microsoft Qutlook privacy statement

Office.com privacy statement
Customer Experience Improvement Program

Security & more

Learn mare about protecting your privacy and security from Office.com,

Microsoft Trustworthy Computing

Microsoft Outlook Trust Center

The Trust Center contains security and privacy settings, These settings help keep your

computer secure, We recommend that you do not change these settings. Trust Center Settings...

Cancel
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4. Inthe Trust Center window, under the E-mail Security tab, click the Settings button.

Trust Center |'§]—Z§|

Trusted Publish
rusted Publishers e

DEP Settings
e, [] Encrypt contents and attachments for outgoing messages

Add digital signature to outgoing messages

E-mail Security Send clear text signed message when sending signed messages

[] Request S/MIME receipt far all S/MIME signed messages

Attachment Handli
achment Handling Default Setting: [=]

Automatic Download

Privacy Options

Digital IDs (Certificates)
Macro Settings

e Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Programmatic Access
[ 1mport/xpart... | [ Geta pigital o... |

Read as Plain Text

|:| Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

[C] Allow script in shared folders
[C] Allow script in Public Folders

5. In the Change Security Settings window, under Security Settings Name, enter a name for your security
setting (this would be a name you designate to your certificates). Under the Certificates and Algorithms
section, setup your Signing certificate by clicking on Choose.

Change Security Settings

Security Setting Preferences
Security Settings Mame:
My S/MIME Settings -
Cryptography Format: | 5/MIME
Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[Secl..lrityLabels...] [ Mew ] [ Delete ] Password. ..

Certificates and Algorithms

Signing Certificate:

Hash Algorithm: [ vl

Encryption Certificate:

Encryption Algorithm: l v]

Send these certificates with signed messages
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6. On the Windows Security window, select the signature certificate you wish to use (if you have more
than one) and click the OK button.

E Test User Mineteen - SIG
el [Ssuer: TEST CIS Signing CA1
Valid From: 6/24/2016 to 6/24/2019

oK Cancel

7. For the Hash Algorithm, select SHA1.

Change Security Settings - | =
Searity Setting Preferences
Sequrity Settings Name:
My S/MIME Settings -

Cryptography Format: | 5/MIME
| Default Security Setting for this aryptographic message format
|¥| Default Sequrity Setting for all oryptographic messages

| seaity Labeis... | | New [ Detete. | [ Password.
Certificates and Algorithms
Signing Certificate: Testuser Nineteen - SIG | Chooee... _
Hash Algorithen: | SHAL -]
Encrypton Certficate: | [ awose... |
Encrypbion Algerithen: | AES (256-bit) -

|| Send these certificates with signed messages

[ ok || conca

8. Setup your Encryption Certificate by clicking on Choose.
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9. On the Windows Security window, select the encryption certificate you wish to use (if you have more
than one) and click the OK button.

Windows Security | &3 ,|1

Select a Certificate

Test User Nineteen - ENC
Issuer: TEST CIS Signing CAL
Walid Frorm: 24/06/2016 to 24,/06/2019

[ ok || Cancel

b 4

10. For the Hash Algorithm, select AES (256-bit).

Change Security Settings - >
Sequity Setting Preferences
Sequrity Settings Name:
My 5/MIME Settings -

m

Cryptography Formak: | 5/
| Default Security Satting for this cryptographic message format
|| Default Security Setting for all cryptographic messages

| searityLabels... | | hew [ Delate. | | Password,
Certficates and Algorithms
Sigring Certificate: Testuser Nineteen - SIG | Choose.., _
Hash Algorithm: | SHAL -]
Encrypton Certficate: | Testuser Nineteen - ENC | | Owase... |
Encrypbion Algertthm: || AES (256-bit) -

| Send these certificates with signed messages

[ ok || conca

11. Click the OK button to complete your Personal Certificate setup.

You have now finished setting up your Personal Certificates for use in Outlook.
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6.2 Signing and Encrypting E-mail
The reasons for digitally signing and encrypting a document are simple:

e |t ensures that the document was actually sent by YOU.

e It ensures that the document wasn’t modified in route.
Additionally, the reason for encrypting an email is that it ensures that no one else can read your message. To

proceed:
1. Open Outlook, and select New E-mail on the htab.

View Developer LINKPOINT Adobe PDF Search

Send / Receive Folder

:'j [‘_'@ O ----- % lgnore x _% _Q _% fEL Meeting

o
Q = Clean Up ~
Delete | Reply Reply Forward 3“& Mare =

Mew Mew Meet Schedule
E-mail Items~ | Mow Meeting~ & Junk - All
Mew WebEx Delete Respond

2. Click on the To....

customer_service@carillon.ca

From =
= Ta. ||
Send

Cc.. |
Subject: |

3. The Select Names: Contact window should pop up and from the Address Book drop down, select
dir.carillon.ca. Type in the email address in the space to the left of the GO button; then select GO.
Select Names: dir.carillon.ca x

Mame only (@) More columns ~ Address Book

Search:
dir.carillon.ca - Other Address Books w

Advanced Find

Contacts
Type your search keywords and click 'Go| O;z??g;g;;giis

dir.carillon.ca

dir, carillon.ca (1}

OK Cancel
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4. The name of the person should show up in the space below with ENC beside it. Select their name, then
click on the TO, then OK.

5. Fill out your email, then open the Options tab and ensure that the Encrypt and Sign buttons on the
Permission menu are selected.
6. Click Send to send the digitally signed and encrypted email.
Bl 9™ & ¥ |+ Untitled - Message (Plain Text) — O x
I Message Insert Options Format Text Review Developer Adaobe PDF &y e
A ] B Colors j g N ET— 0 =1 g Eg
F1a i & G L= i f L3 P
Aa 3 Fonts 1%4 ! i Encrypt gfﬁl [ Request a Delivery Receipt = J
Themes Page Bec Permission |3 sign Use Voting [7] Request a Read Receipt Save 5ent Delay Direct
Calo © Buttons Item To = Delivery Replies To |
Themes Show Fields Permission Tracking - Mare Options -
Fram = customer_service @ carillon.ca
= Ta... |
Send
..
Subject:
,EJ}J?J?J?J?JAFQE
F Y
| i
|
f =
| -
|| i »

Delivered messages display the signing icon, encryption icon, or both, depending on the options you
selected.

You have now successfully sent a signed and encrypted email.

NOTE:

If you are using Windows 7, recipients of your emails may not be able to read your
encrypted messages if they are using an older email client.

To fix this problem, follow the steps below:

1. From the File menu, select Options, then click the Trust Center tab, Trust Center button.

2. Under the Encrypted email header, click the Setting button. Under the Certificates and Algorithms
section, from the Encryption Algorithm drop-down menu, select 3DES.

3. Click OK, and then click OK again.
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7 NETWORK ADMINISTRATOR TROUBLESHOOTING

This section is to assist Network Administrators in diagnosing certain common problems that may occur after
setting up the certificates on your system. References are made to tools that the Network Administrator will
have at their disposal in order to perform these tasks.

7.1 Test link to the Carillon LDAP Proxy

1. To test your configuration to the Carillon LDAP Proxy, click the Start Menu buttonﬂ, and in the
Search programs and files field type cmd and press the [Enter] key to open the Windows Command

Prompt.

2. The following window will appear; type the command: ping dir.carillon.ca

M C\Windows\system32\cmd.exe (B |-l

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2089 Microsoft Corporation. All rights reserved.

»

1

C:\Users\John Smith>

3. If you were successful in connecting to the directory, you should have 0% lost packets, receiving the
following output:

BN C\Windows\system32icmd.exe e (2] |
C:\Users\ John Smith> ping dir.carillon.ca

Pinging dir.carillon.ca [207.115.107.27] with 32 bytes of data:
207.115.107.27: bytes=32 time=6u4ms TTL=242
207.115.107.27: bytes=32 time=63ms TTL=242
207.115.107.27: bytes=32 time:=63ms TTL=242
207.115.107.27: bytes=32 time:=63ms TTL=242

Ping statistics for 207.115.107.27:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 63ms, Maximum = 64ms, Average = 63ms

C:\Users\ John Smith>

4. If no connection was established (100% packet loss), try again.
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5. Telnet to port 389 — if you get a connected message, the firewall from your organization will let the
traffic through. If you get a connection denied message, please open your company firewall to allow
traffic on TCP 389 to dir.carillon.ca.

6. To ensure that you can, in fact, lookup certificates, open the shell and make sure you are in the
directory with OpenLDAP (or equivalent tool) in order to do an “Idapsearch”.

7. Then type this command:

lIdapsearch -xh dir.carillon.ca mail=captainbob@carillon.ca

Where captainbob@carillon.ca is the email address of the certificates you are looking for. If the search
was successful, you should see a user Certificate entry returned (a giant block of text (certificate) should
be displayed.) This means the email is correct. If you're still unable to send the person email, it is likely
due to their certificate being expired or revoked.

mail: captainbobficarillon. ca

This means that this email address is not in the certificate directory. Contact the owner of the email address and
make sure the email address you typed in is correct. If the email address is spelled correctly, the owner does not
hold a certificate and should not be communicated with.

NOTE:

You CANNOT use a directory browser to verify connectivity. The directory is configured
to answer specific queries for user Certificate entries by people knowing email
addresses, and to not allow for browsing. This is to ensure confidentiality.
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8 CUSTOMER SERVICE

Should you require assistance at any time, please feel free to contact us and we will be happy to assist you:

Carillon Information Security Inc.,
Customer Service Group
8:00AM-8:00PM Eastern
Telephone: 1-514-485-0789

Email: customer_service@carillon.ca
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