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Making Digital Signature of Electronic Authorized
Release Certificates Easy

Use of digitally signed electronic Authorized Release Certificates (ARC) in
XML format has been authorized by the FAA order 8130.21G.The condition
allowing this digital signature is that it must be applied using a credential
that meets or exceeds the requirements outlined in ATA Spec 42 for the
medium-software assurance level.
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Carillon’s web-browser based solution for digitally signing electronic
Authorized Release Certificates allows for simple integration with existing
maintfenance systems, forms fo be signed, viewed, downloaded, and
much more...

CARILLON e-ARC

The Carillon e-ARC application is a web-
browser based solution. It can be fed from
existing maintenance solutions through
the use of a Web Services (WS) SOAP
connector, as well as feed existing archive
and transfer systems by a WS.

E-ARC allows forms fo be signed, viewed,
downloaded in either XML or PDF format,
and signatures on the XML forms fo be
validated; all from within the web-browser.

Unique Features

In order to ensure the integrity of a digital
signature on an electronic Authorized
Release Certificate, Carillon’s e-ARC
correctly handles all PKI validation items
before performing the signature. This
means it verifies that the signer’s certificate
is: issued by the correct Certificate Author-
ity (CA), within its validity period, not
revoked, and issued under the correct
policy. Carillon’s e-ARC solution is a cross-
platform Java application. It works with any
operating system and web-browser, such
as Internet Explorer 6 (and lafer versions),
Firefox and Safari. ActiveX is not required
to run this application. In addition to
software certificates, all hardware tokens,
such as smartcards, can be used with
e-ARC without any modification to the
application. e-ARC is compliant with the
principles of ATA Spec 42 (chapter 2 and 3),
as well as with the principles of FAA order
8130.21G and ATA Spec 2000 (chapter 16).
It is simple to deploy and offers a low
cost of infegration due tfo its crossplatform
compatibility.

SOFTWARE SOLUTIONS



How it Works

Carillon’s e-ARC application facilitates the implementation and use of electronic Authorized Release Certificates. As it
can be easily infegrated with existing maintenance systems, the process begins with e-ARC receiving form data from the
systems already in place. A Designated Airworthiness Representative (DAR) would authenticate him/herself to e-ARC. This
authentication is performed with the use of a digital certificate. Authorization is based on the validation of the certificate
presented. A number of tasks may be performed by the DAR once authorization has been granted. In essence, the DAR
would validate the information on the forms and digitally sign the validated electronic Authorized Release Cerfificates in
XML format. From there, the signed forms can be sent to an archive or transfer system.
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About Carillon

Carillon provides a complete spectrum of identity management solutions that are designed fo prevent identity theft,
promote the migration from paper to electronic authentication, and avoid loss of infellectual property. From consulting
services, to validation software and managed identity services, Carillon can provide the skill sets and fools fo help
companies take control of their corporate digital credentials.
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( For more information about e-ARC www.carillon.ca
ar’ On / or for an online review of this solution info@carillon.ca
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